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il

Labrador-Grenfell
Health INFORMATIO GREEMENT

THIS AGREEMENT IS MADE at Happy VaEey—Goose Bay, in the Province of
Newfoundland&Labrador,asofﬁ_dayof \emb g~ 2018

.

Between: . -
The Sheshatshul Innu First Nation Health Branch, a body
corporate pursuant to
(Hereinafter referred to as “SIFN")

And:

Labrador-Grenfell Regional Integrated Health Authority, a
bady corporate pursuant to the Regional Health Authorities Act,
S.N.L 2006 c. R-7.1

{Hereinafter referred to as "LGH")

WHEREAS The Parties have the legal obligation to comply with Access to Information
and Protection of Privacy Act (ATIPPA), the Personal Health Information Act (PHIA) and
other obligations regarding privacy and confidentiality of Information;

AND WHEREAS the Labrador-Grenfell Regional Health Authority has the legislative
authority to collect, use and disclose the Information pertaining to this Agreement as a
Custodian under s. 4 (1) (a) of PHIA. This Information is authorised to be shared within
circle of care under S. 24{2) and (3) and can be used for health care purposes under S. 35.

AND WHEREAS the Sheshatshui Innu First Nation Health Branch has the legislative
authority to collect, use and disclose the Information pertaining to this Agreement as a
Custodian under s. 4(1){p) of PHIA and S 4(1)(a) of the PHIA Regulations. This Information
is authorised to be shared within circle of care under S. 24(2) and (3) and can be used for
health care purposes under S, 35.

AND WHEREAS the Parties have established electronic health information available
through the Meditech Healthcare Information System (“Meditech”), the Home Care
InterRAI™, the Client Referral and Management System (“CRMS"), the Government of
Newfoundiand Labrador Public Health Information System, “Seinet”, and the
Government of Newfoundland Labrador Immunization Registry System (IRS), Electronic
Medical Record (EMR), through which Information will now be shared between the
Parties in order to provide collaborative and seamless healthcare services to dlients
within the Parties’ mutual “Circle of Care”.



ICC-1846 |CCI Exhibit P-359 Page 2

AND WHEREAS the Parties agree that other additional sources of electronic health
information to which the Parties mutually agree in writing can be included in or removed
from this agreement by amending Schedule A.

AND WHEREAS the Parties wish to enter into this Agreement to establish the terms,
conditions and framework of their obligations regarding confidentiality and protection of
Information that result from the relationship established between them as outlined in
this Agreement.

AND WHEREAS the Parties agree that the specific operational roles and responsibilities
of each Party and their employees in the use of the electronic health information
systems producing the information covered by this Agreement is outlined in a separate
Memorandum of Understanding.

NOW THEREFORE in consideration of the mutual covenants, conditions and agreements
herein contained, the Parties agree as follows.

1.  Definitions

1.1 (a) “Agreement” means this Agreement, including the Schedules to this
Agreement, as it or they may be amended or supplemented from time to
time, and the expressions “hereof”, “herein”, “hereto”, *hereunder” and
similar expressions refer to this Agreement and not to any particular
portion or section of this Agreement. '

(b) “ATIPPA” means the Access to Information and Protection of Privacy Act,
Newfoundland and Labrador, SNL 2002 c. A.11, as amended;

{©) "Circle of Care” means the persons participating in and activities related -
to the provision of health care to the individual who is the subject of the
Personal Health Information and includes necessarily incidental
activities such as laboratory work and professional consultation;

{d) “Information” means Personal Information, Personal Health Information
and all other information collected, used, created or managed by the
Parties during the course of this Agreement;

(e) “Personal Information” is as defined in ATIPPA;

{f) Personal Health Information” is as defined in PHIA;

{g)  "PHIA" means the Personal Health Information Act, Newfoundland and
Labrador, SNL, 2008 c. P-7.01;
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Term and Termination

This Agreement shall commence on the later date which it is signed by both
Parties, and shall continue in effect unless terminated as per this Agreement by
one of the Parties.

Either Party may terminate this Agreement by providing sixty (60) days’ notice in
writing to the other Party.

This Agreement constitutes the entire Agreement between the Parties with
respect to the disclosure and security of the Information and supersedes afl
previous negotiations, communications and other agreements between the
Parties unless they are incorporated by reference into this Agreement.

Any amendment to the terms of this Agreement must be approved in writing and
duly executed by both Parties. Any amendment to this Agreement will only be
effective from the date of approval.

Each Party shall notify the other in writing of any legislative regulations or internal
change management processes that may affect this Agreement.

Each Party will defend, indemnify and hold harmless the other in respect to any
and all claims (including third party claims), losses, damages, suits, actions, causes
of action, costs and/or expenses including legal fees and disbursements and court
costs; and/or liability, of any kind resulting directly from or relating to the access
to the Information and/or unauthorized access, collection, use, disclosure,
copying, modification, disposition, loss or retention to the Information; any
Breach of this Agreement including without limitation the Breach of any
representation or warranty, or any act or omission of the Party or any of its
employees, associates, agents, contractors, and/or subcontractors; or the failure of
the Party to comply with the terms of this Agreement.

During the term of this Agreement, each Party shall maintain in full force and
effect, general liability insurance and professional liability insurance for a
minimum of $5,000,000 any one occurrence. Each Party shall provide the other
with evidence of insurance upon request.

The terms of this Agreement are confidential to each Party and shall not be
disclosed without the other Party’s prior written consent.

Page 3
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Relationship

This Agreement shall not create or confer upon the Parties hereto, in any way or
for any purpose, any relationship except that of contracting parties, and in
particular does not create a partnership, principal and agent, a joint venture
between SIFN and LGH nor does it create an employer-employee relationship or
dependant contractor relationship between SIFN and LGH.

Responsibi i c

Costs related to the upkeep and maintenance of Meditech, CRMS and any
other healthcare information being provided to SIFN through the LGH network
shall be the responsibility of LGH. Costs related to the upkeep and
maintenance of any healthcare information being provided to LGH through the
SIFN network shall be the responsibility of SIFN.

Confidentiality & Privacy

The Parties confirm that they have legislative responsibilities to ensure the
confidentiality and privacy of personal information as set out in ATIPPA and
personal health information as set out in PHIA. The Parties agree that they will
only access, collect, use, modify, retain and dispose of Information as outlined in
this Agreement or as they are legally obliged to do.

Each Party agrees to review the policies regarding privacy and confidentiality of
the aother Party and to abide by those policies.

Each Party shall ensure that all its employees have completed appropriate privacy
and security education and shall execute a privacy and confidentiality oath as
prescribed by the legislation and substantially as set out at Schedule “B".

Security and Access

The Parties shall ensure compliance with all their respective requirements
respecting the privacy and confidentiality and protection of all Information
subject to this Agreement including all SIFN's policies and procedures, all LGH's
policies and procedures and all applicable legislation.

The Parties agree to have policies and procedures in place to secure electronic
data retention, backup, disposal and destruction, data protection, access control,
identification and authentication, password governance, security breach
response, network and work station security, firewall administration, remote
access, disaster recover, logging and auditing controls.
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If either Party becomes aware of or identifies any security breach regarding the -

confidentiality or protection of Information then that Party shall, as soon as
reasonably possible, notify the other Party.
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64  Inthe event of a Breach, Parties must cooperate fully and assist in any civil or
other investigations carried out by either Party or a person body with
legislative authority to conduct such investigation involving the Information in
its custody or control.

6.5 Inthe event of a Breach, the respective Party shall have the obligation to notify
the affected individual(s) as required. Both Parties will collaborate to ensure
appropriate stakeholders are involved in the natification process.

6.6  Each Party shall bear its own costs (including legal costs) in cooperating with
any investigation involving the Information that is the subject of this
Agreement,.

7. Disclosure of Information

7.1  Thelnformation under the terms of this Agreement is provided solely for the
stated purpose, which is to support collaborative and seamless health care
delivery to mutual clients living in the Labrador Innu Settlement Area of
Sheshatshui.

7.2 Unless required by law or authorized LGH or SIFN {respectively), the Parties
shall not disclose Information to any affiliated or unaffiliated third party, other
than employees, associates, agents, contractors and or subcontractors, as
required for the contract or service provision and as stipulated under the terms
of this Agreement.

7.3 Intheevent that either Party is required by law to disclose the Information, the
other Party must be promptly notified upon becoming aware that such
disclosure is required, where Information of the other Party is involved. Where
circumstances do not permit such notice to be provided prior to disclosure, the
disclosing Party must provide such notice to the other Party immediately
following the required disclosure.

7.2 Inthe eventthat SIFN or one of their employees breach the provisions of this
Agreement or LGH's policies regarding access, disclosure and use of the Personal
Health Information or cause a security breach which could lead to the improper
use, disclosure or access of said Information, or become aware of any breaches of
privacy/confidentiality by party, SIFN must report it to LGH immediately. The
Parties will work together to determine the appropriate course of action, which
could include a variety of consequences up to and including termination of this
Agreement and/or termination of the employment of the employee causing the
breach. A record of any breaches will be maintained by LGH.

8. Notices
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Any notice to be given by this Agreement shall be in writing and effectively
given if (i) delivered personally, (i} sent by fax or {ili) sent by registered mail:

{a) in the case of notice to SIFN at:

{b) in case of notice to LGH at:
Chief Executive Officer
Labrador-Grenfell Health
P.0.Box 7000, Stn “C"
Happy Valley-Goose Bay, NL AOP 1C0
c/o Email: josephinehodder@lghealth.ca

Dispute Resolution

91

10.1

10.2

103

104

105

The Parties agree that they shall at all times attempt to resolve any disputes with
respect to issues arising out of the Agreement in an amicable fashion, through
negotiation. The Parties agree that the existence of any dispute shall not interfere
with the performance by the Parties of their respective obiigations under the
Agreement.

If all of the efforts to resolve the dispute are unsuccessful, and the Parties are
otherwise unable to resolve the matter, the matter shall be referred to an
arbitration to be conducted in the Province of Newfoundiand and Labrador. A
single arbitrator shall be chosen by mutual agreement between the Parties and
the decision of the arbitration shall be final and binding on the Parties.

General Provisions

Entire Agreement: This Agreement constitutes the entire agreement between the
Parties regarding the subject matter hereof.

No Assignment: Neither Party shall not assign or otherwise transfer any part of
this Agreement.

Subcontractors: Neither Party may not use any subcontractors or agents in
connection with the performance of their obligations.

Counterparts: This Agreement may be executed in one or more counterparts,
each of which shall be deemed an original and all of which when taken together
shall constitute one and the same agreement. Any counterpart signature
transmitted by facsimile or by sending a scanned copy by electronic mall or
similar electronic transmission shall be deemed an original signature.

Amendment: This Agreement can only be amended with the written consent of
both Parties.

Page 6
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Severability, If for any reason any term, covenant or condition of this Agreement,
or the application thereof to any person or circumstance, is to any extent held or
rendered invalid, unenforceable or illegal, then such term, covenant or condition
{i) shall be deemed to be independent of the remainder of the Agreement and
severable and divisible therefrom, and its invalidity, unenforceability or illegality
shall not affect, impair or invalidate the remainder of the Agreement or any part
thereof; and (ii) shall continue to be applicable to and enforceable to the fullest
extent permitted by law against any person and circumstance other than those to
which it has been held or rendered invalid, unenforceable or illegal.

Schedules: The following Schedules whether attached hereto or acknowledged as
a separate document shall form a part of this Agreement:

Schedule “A" - List of Electronic Healthcare Information Systems Covered by this
Agreement

Schedule “B" - Privacy/Confidentiality Oath(s)

Schedule “C" - List of LGH Policies Applicable to this Agreement

Binding: The Parties acknowledge having received a copy of this Agreement
and have read, reviewed and contemplated the terms therein including having
had ample opportunity to obtain independent legal advice with respect to the
matters addressed within this Agreement, and upon having voluntarily
executed this Agreement, acknowledge the respective rights and obligations
placed on the Parties pursuant to this Agreement, and acknowledge and agree
that the within Agreement is binding upon the Parties hereto .

Governing Law: This Agreement shall be governed by and construed in
accordance with the laws of the Province of Newfoundland & Labrador and the
laws of Canada applicable therein. The parties hereby irrevocably attomn to the
jurisdiction of the courts of the Province of Newfoundland & Labrador.

Recitals: The recitals hereinbefore contained are true and correct and form an
integral part of this Agreement.

Interpretation: This Agreement shail be read with all changes in gender and
number required by the context. The headings contained in this Agreement are
for convenience of reference only and shall not affect the interpretation of this
Agreement.

Currency: Al references herein to currency are to Canadian currency and all
payments shall be made in Canadian currency.

Language: The parties acknowledge and agree that they have required that this
Agreement be prepared in the English language.
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10.14 Third Parties. Except as expressly set forth herein, nothing contained in this
Agreement is intended to confer upon any person not a party hereto any
rights, benefits or remedies of any kind or character whatsoever, and no such
person shall be deemed a third-party beneficiary under this Agreement.

IN WITNESS WHEREOF the Parties have executed and initialled this Agreement, as of the
date set out above,
The Sheshatshui Innu First Nation Health Branch

Per: \l\z()p\() At O A

Name;

™ frivacy Healfh Ditacte

Labrador-Grenfell Regional Health Authority

Per:/l X.—Dc-ﬂ_n* /@—*\-\

Name:a.{,(_d\/\mr ()Jrowr\
Title: Vcesden ond CEO
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Schedule "A"

Electronic Health Information Systems Covered By This Agreement

Electronic Medical Record

Meditech Healthcare Information System

Home Care InterRA™

Government of Newfoundland and Labrador Public Health Information System
{“Seinet”)

The Client Referral and Management System

Government of Newfoundland and Labrador Immunization Registry System (“IRS"}
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EH % % 10
f@[;g iy Schedule "B”

- Privacy/ Confidentiality Oath or Affirmation
LaIEiag)rai‘i:eifle" Qath/Affirmation of Confidentiality

(Employees/Agents, Volunteers, Students, etc.)

This Oath/Affirmation of Confidentiality encompasses confidential, private and/or
personal information relating to clients, staff and/or the business of Labrador-
Grenfell Health (please note that an "oath" is a promise or statement of fact made upon
someone or something that is sacred (i.e. God} as bearing witness; an *affirmation” may be
used by those individuals who prefer to avoid the religious implications of an oath. Both an
affirnation and an oath have the same legal effect).

Labrador-Grenfell Health employees and agents may have disclosure and/or advocacy
obligations arising from professional standards and regulations and concems regarding
safety of clients and services delivered. Labrador-Grenfell Health acknowiedges the
responsibility of health care professionals and organizations for appropriate disclosure to
the public. It is the expectation that concems or issues be first directed through the
operational departments and programs of Labrador-Grenfell Health as the initial step toward
resolution.

1, MOTU VLG{ (%'-QA.U»-L of gdﬁc' /7 29;? solemnly

Swearoc  Affirm a (check one) that:

1. | understand that during the course of my employment/engagement with Labrador-
Grenfell Health, | may be granted access to information that is confidential, private
and/or personal relating to clients, staff and/or the business of Labrador-Grenfell
Health. | understand that such access will be gained only through appropriate
authorization and be used only for the purposes tor which the access was intended.

2. I understand that all confidential, private and/or personal information relating to
clients, staff and/or the business of Labrador-Grenfell Health must be protected from
unauthorized access to ensure maintenance of full confidentiality and privacy, in
accordance with Labrador-Grenfell Health's policies/procedures regarding the
security of such information and legislative requirements.

3. | have read In their entirety and appreciate the contents of Labrador-Grentell
Health's policies on privacy and confidentiality, including my responsibilities
regarding the protection of Information obtained during the course of my employment
with Labrador-Grenfell Health for the duration of my employment and beyond.
These policies are accessible on Labrador-Grenfell Health's Intranat or website at
http://www.|ghsalth.ca/

4. | have read in their entirety, and appreciate the contents of, Labrador-Grenfell
Health’s policies and proceduras as they relate to the Newfoundiand and Labrador
Perscnal Health Information Act (PHIA) and regulations. | understand my role,
obligation and duty to adhere to these requirements.

5. 1 will not access, use, disclose or allow access to information in any manner to any
unauthorized person except as it is necessary to perform my duties, as | am
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authorized to do so by Labrador-Grenfell Health or by law. Any disclosure of
information will only be the minimal amount required in the particular situation.

6. | understand that it is my responsibility to keep information to which | have access
secure, in accordance Labrador-Grenfell Health's policies and procedures and
legislative requiraments.

7. | understand that if | have questions or concems regarding access, disclosure or use
of information, | am responsible for addressing these questions or concerns with my
immediate supervisor/manager.

8. Should | breach the provisions of Labrador-Grenfell Health's policies regarding
access, disclosure and use of client, staff or corporate information, cause a security
breach which could lead to the improper use, disclosure or access of said
information, or become aware of any breaches of privacy/confidentiality by another
party, | understand that | must report it to my supervisor/manager immediately.

9, Should | unintentionally breach confidentiality, | understand that | may be required to
participate in further privacy and security education; should | intentionally breach
confidentiality, | understand that | will face disciplinary action, in accordance with the
provisions of my collective agreement if applicable, up to and including dismissal or
termination of my employment/engagement with Labrador-Grenfell Health. |
understand that a record of this breach will be maintained by Labrador-Grenfell
Health.

10. | understand that this Oath/Affirmation survives the termmination of my
employment/engagement with Labrador-Grenfell Heaith and that [ may be also be
fined and/or face professional body or civil penalties should [ breach this
Oath/Affirmation, even after my engagement/affiliation with the Authority has ended.

11. | understand that this Oath/Affirmation will be retained as part of my permanent file
(i.e. personnet file) with Labrador-Grenfell Health.

Sworn o Affirned o (check one} before me at \F/;A U QAQ }d‘% M (town), in

the Province of Newfoundland and Labrador this _/ _/ day of G747 w» , 20/ .
%.Q,uu.&‘ ' |

Many Of oY \)\/Pp\u Qi x4 0,

Person Swearing/Affirming (Print Name) Signature

Witnessed by:

(N und ‘L\ peor e b MR r A M_.Q{/u—)

Notary/Commissioner (Print Name) Signature/Stamp T d
Narilys K itk o pnal bduics
LG Health #  P&A Mg (Priog g ince of
salth #: ~8-020-1 i for Osths in and for thc Province 0
Original: April 2011 N ind and Labrador, 85 designated by the CEO of
Revised: December 2011, March 2013 Labrador-Grenfell Health

1 D g adsediaed
Signature
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Schedule C

An up to date listing of LGH's Privacy and Access Policies is avallable at:

http://www.lghealth.ca/index.php? pageid=201

Al relevant User Access Forms as Required by LGH's Information Management and
Technology Department
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